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Abstract— Open Source Software communities have
successfully developed a lot of software pieces and
suggested Open Source Software (OSS) as a solution to a
lot of computing problems, although most of the software
users only use proprietary applications. Open Source
Software is a matter of software users’ freedom to run or
execute, copy or distribute, change or modify, study or
improve. More precisely, it refers to the freedom to run
or execute the program, for any purpose. The freedom to
study or analysis how the program works, and adapt it
to your needs. The freedom to copy and redistribute. The
freedom to improve the program, and provide your
released improved program to the public, to provide the
benefits to the whole community. Many proprietary
software users claim that open source software invites a
lot of software problems such as, producing complex
software and generating software code that could be
prone to hackers and errors. The paper presents an
overview of the real challenges to migrate to OSS. The
technical challenges include performance, technical
infrastructure, usability, integrity, support availability,
security, information flow control, data migration,
flexibility and ease of use, and management and
maintenance of OSS.

Index Terms— Open Source Software, OSS, Performance,
Usability, Integrity, Availability, Security, Flexibility and Ease
of Use.

I. INTRODUCTION

he development in information and communication
technology supports the existence of Open Source
Software (OSS). The term OSS refers to execution and
original source code of the software, whereas, users can
change or modify the source code to make it work as they
required. OSS may also include the right of software
redistribution; In some case the OSS might be free, a
distributor or developer might charge for services including
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special training, installation, programming and technical
support needed, etc. In general, the term OSS refers to
software that is freely available, widely accessible and
reusable [1-2].

The existing and increasing popularity of OSS has changed
the software industry landscape in a dramatic way in latest
years. The OSS is often seen as a possible solution to some
of the challenges presently faced in various software
communities, especially among different developing
countries. Such challenges include controlling the piracy
problem, getting greater level of control over software that is
acquired and dealing with broader policy perspectives on the
development of a domestic software industry. From the
policy perspective of software An open source can be
defined as a software licensing model in which the software
source code is made available modified, redistributed and
added, although often with certain restrictions. Although,
updates, training and any other software services are
possible to be provided by a range of entities under
commercial arrangements.

OSS are usually, although not exclusively, developed
through the effort of a group of people collaboration
contribute in the components of the final software product.
Software companies may also contributing by paid
programmer time and programs developed in-house to the
open source community. Proprietary or Commercial
Software is the model in which the software developed under
a commercial rules or policies, in other words the software
is licensed for a fee to a customer in Binary, Object or
Executable code (either directly or through channels). The
commercial entity that provided the software usually
provides updates, training, and other needed services by
customers to use that software efficiently. The software
source code might be made available to certain amount of
the software users through special licensing or any other
agreements, but is often not available and distributed to the
general public, and might not be copied, changed or
modified except in a manner provided for in such
agreements or licensed stated[1,3].

Each of the above software models (Open source software
and Commercial Software) can be translated to a viable
business strategy for software companies, as well as
supporting and providing customers real advantages.
Solutions in the software are continually innovate, with
software  providers  concentrating and  improving
considerably on emerging issues and problems such as
addressing reliability, security and information flow
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concerns. In fact, OSS has surprised many and different
people in the software engineering world by gaining a
reputation in the software reliability, efficiency and
functionality [1,6]. The paper discusses the key challenges
and issues to migrate to Free and Open Source Software.
The paper reviewed the technical and non-technical issues
and challenges of the migration process to the free and open
source software. The paper is based on argumentative and
philosophical approach. There is no formal research
methods used in this type of research; however, personal
knowledge and literature review is presented. The technical
challenges includes [7-8].

Il. PERFORMANCE

One of the main technical challenges of migration to OSS is
the software performance. Does the software have a good
reputation for performance? In industry, there are several
open source software has a very good performance
reputation i.e. Linux , Apache web server, GNU Compiler
Collection (GCC), Samba, etc... Comparing the performance
of Microsoft Windows and GNU/Linux on equivalent
hardware has a history of argument claims and different
results based on different assumptions. OSS is always trying
to be performance competitive with closed software and in
some circumstances it beats the competition. However, the
performance benchmarks are very sensitive to the
environment and assumptions, because in benchmarking,
everything depends on the made of the assumptions and
configuration. Consequently, high performance is a very big
challenge for OSS due to the fact that it is always
comparable with the closed software performance. For the
migration to OSS, The OSS should always provide higher
performance than commercial software [9].

I1l. TECHNICAL INFRASTRUCTURE.

One of the key barrier of the development of OSS is poor
infrastructure. The development of OSS always requires a
good Internet infrastructure such as reliable broadband
access is very important to develop, disseminate and
download OSS documentations and applications. It is also
very important in creating OSS communities. Whereas OSS
communities always serve as a support centre or help desk.
Other factor of the ttechnical infrastructure is the lack of
application or software manuals and local languages up to
date documentations. Learning and supporting OSS may
require a greater training input than equivalent proprietary
software [10].

IV. USABILITY.

The usability of OSS is often considered as one reason for
this limited distribution. Usability is typically described in
terms of five characteristics: learnability, efficiency of use,
memorability, error frequency and severity, and subjective
satisfaction [11]. To understand the usability of current OSS
the current software development process is needed to be
examined. Usability is separate from the software utility and
characteristics such as cost and reliability. In fact, many
development tools and software applications such as editors
and compilers, do not appear to represent a major OSS
usability problem.
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The usability of OSS needs more encouraging for greater
involvement of end users and usability experts whereas they
can give more user experience reports about the usability
issues. Whereas, engaging normal users into the OSS
projects development process projects supports the creation
of a networked development community which may help in
doing for usability what it has already done for functionality
[12].

V. INTEGRITY.

The information security is more than just confidentiality.
The key important is information security are integrity and
availability. The integrity is more than just that information
held in databases is correct. e.g. how can be known that the
open source software not only does what it is supposed to do
but also doesn't do what it is not supposed to do?

An integrity of open source software can be defined as the
ability of a software system to withstand attacks to its
security. The open source software integrity is an element of
software assurance. Whereas, software assurance means that
the software functions as intended. The software assurance is
regularly discussed in the context of guaranteeing and
ensuring that the open source code itself is more secure via
the repeatable application of secure development practices
of open source software. However, although there has been
appropriate focus and increased interesting on reducing open
source software vulnerabilities via secure development
practices, which represents only one aspect of open source
software assurance.

A process security is another key of consideration for
software suppliers and customers. The process security is
reference to the used processes to handle open source
software components during their source obtaining,
development and delivery, meanwhile a variety of possible
attack vectors exist during the open source software
lifecycle. A key problem in open source software systems is
that although a software application at the beginning of
execution may be verified or validate as authentic, during
running, the flow of the execution can be redirected to
externally injected malicious code using, i.e. buffer overflow
exploit [13].

VI. SUPPORT AVAILABILITY.

Usually, the development of free software starts by small
group of people trying to find a solution of specific
problems, or needs to realize an idea. This group of people
will at least solve some parts of the initial provided problem.
Then initial implementation solution will be published on the
Net. Others will hear and learn about it, find it interesting,
and starting implement things related to it, or things those
are needed for their own applications. In such way, the small
group of people will be grown which will lead to great speed
of development and support free software development in
many different aspects such as learning, distribution and
funding. Transaction costs are one of the key factors of OSS
which are beyond free software developers' budgets. As can
be noted that the development environments of commercial
software are expensive and frequently beyond people’s
budgets.
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Another factor is generating a reservoir of sufficiently and
properly educated persons. People should be able to learn
about IT and programming concepts. Specifically, people
should be provided with the seed of knowledge and abilities
required to extend and continue studies on their own. In
fact, people are learning software development via pirated
software. These software development environments
demonstrate the effectiveness of every-day practical use by
the free software community. The education system should
include the teaching of the use of these software
development environments instead of requiring or using
commercial ones. The OSS development support can be
provided by: Open source community without legal
personality or formal organization, Organized community
e.g. developers with legal personality and Commercial
company which provides software support [14].

VIl. SECURITY.

The advent of the low cost communication technologies and
the high speed Internet provides an incredible new
opportunity of creating a true information society. However,
this advent raises several doubts about the information
systems security. Developers of OSS projects are always
concerned about security as the developers of proprietary
software projects. However, the development processes
might be very different and cannot adjudge which is
inherently more secure [15].

Measuring security of OSS or proprietary software is very
difficult. But clearly it can be said that OSS systems are not
invulnerable from security bugs or flaws. The issue that
appears to be an increasingly settled issue is that whether or
not OSS reduces or improves software security. In fact, it
has been reported in [16], that the OSS does not provide of
guarantee any security benefit or limitation. In security the
OSS is often superior to proprietary systems, whereas the
security is still cited as one of the most important advantages
of OSS. The detecting process of security errors, bugs and
risks in OSS is fast and so is their eliminating process, due to
the fact that in OSS the source code is made public [13].
Finally, it can be easily seen that OSS has a distinct
advantage over proprietary systems, where it supports ease
and quick identifying of potential security problems and
correct them [17,19]

VIII.

Data is managed and stored by database applications.
Virtually all public administrations have huge databases.
Often this data is of critical importance and huge (financial)
resources have been and are allocated to collect, organize,
and maintain the data. It is important to divide the data into
categories namely [13]

DATA MIGRATION.

1. Data which can be discarded.

2. Data which is useful and in open format such as PDF or
Postscript, or can be easily translated into open format.
The cost should be considered.

3. Data which must be kept but which is in a legacy closed
format which cannot be easily translated into an open
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one. This data may need copies of the legacy software
[20].

IX. FLEXIBILITY AND EASE OF USE

Flexibility and ease of use are two highly interrelated
attributes.

e The Flexibility can be defined as the measures of how
well software can be used to handle uncommon
circumstances that the software wasn't originally
designed for.

e The Ease of use can be subjective in nature depending on
factors such as familiarization on the software, user
experience, or even its direct impact to solve the
problem. This criterion is usually associated with the
user interface and how easy it is to use the software with
the development environment. In my opinion, If it is
possible to easily read and write the software code then
it is easy to use software.

OSS products have an important advantage over most
proprietary programs in both ease of use and flexibility: The
different type of OSS programs can be modified to fit the
user needs as much as needed for customer circumstance.
But, having this advantage might require either
programming skill or paying someone with such skills to do
so. Another advantage is that some OSS programs are easier
to be extended than others [20, 21].

X. MANAGEMENT AND MAINTENANCE OF OSS.

As OSS is becoming ever more important and widespread,
thus its management and maintenance are becoming
important issues as well. Generally, the software
management and maintenance are resource and time
consuming processes. Error and bugs detection and
correction are the main duties in the software management
and maintenance. The best way is to perform and finish these
duties while the software development process and before
the software release.

Hence, finding software parts where testing efforts must be
concentrated can help project managers and software
engineers, in restructuring, inspecting and testing efforts
towards these critical software parts [13]. As a result, the
software resources can be used more efficiently by the
developers to deliver higher quality software products in a
timely manner [22], due to the fact that applying equal
verification and testing effort to all software system parts has
become cost-prohibitive [23].

X1. CONCLUSION.

The philosophy of OSS is to be an alternatives approach
for proprietary software and traditional software engineering
processes. The research in OSS area is growing and
governments over the world are trying to free their software
products from the dominance of large software companies
and external governments’ policies. However, more
investigations are needed to study the quality of each
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approach end product, and overcome the issues and
challenges of OSS. The products of OSS have advantage of
being available to testers and users before the first complete
release is issued. These testers and users are able to examine
the OSS at its early stage and suggested any possible
improvements. The paper has presented an overview of the
main challenges to migrate to free and open source software
(OSS) and suggested some important criteria for assessing
migration challenges. The technical challenges to migrate to
OSS were performance, technical infrastructure, usability,
integrity, support availability, security, information flow
control, data migration, flexibility, ease of use, management
and maintenance of OSS. Despite these technical challenges
to migrate to OSS, the impact of free open source is
expected to be quite noticeable in the software technology
and community as

a whole. OSS supports novel development models, which
have already been demonstrated to be especially well suited
to efficiently take advantage of the work of developers
spread across world. In generally, it has, a very positive
impact as an enabler for the creation of new markets and
business opportunities.
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